Windows 2000 DCOM Configuration
For OPC

NOTE: These directions will open up DCOM to all users.

NOTE: These steps are used to make sure that communication can be established. After
these steps have been followed to establish communication, DCOM permissions
can be tightened to allow only the necessary users.

1) From the start menu go to run, and type in dcomcnfg, this will open the
Distributed COM configuration properties Dialogue box.

Run 2 x|

Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it for wou,

Qpen: I dcomenfg j

(] 4 I Zancel | Browse. .. |

2) Under the Default Properties Tab; make sure that DCOM is enabled, the
authentication level is “Connect,” and the impersonation level is “Identify.”



Distributed COM Configuration Properties 7] x|

&pplications  Default Properties | Default Securnty | Default F'ru:utu:u:u:ulsl

v il_E__naI:uIe Distributed COM on thiz computer

[ Enable COM Intemet Services on this computer

— Default Digtributed COM communication properties

The Authentication Level specifies zecurity at the packet level.

Default Authentization Level:

Connect j

The Impersonation Level specifiez whether applications can
determine wha iz calling them, and whether the application can do
operationz uging the client's identity.

Drefault Imperzonation Lewvel:
[ 1dentify =]

[T Provide additional security for reference tracking

k. I Cancel Smply

3) Under the “Default Security” tab, under “Default Access Permissions” press “Edit
Default.”




Distributed COM Configuration Properties 7] x|

&pplications | Default Properties  Default Secunty | Default F'ru:utu:u:u:ulsl

— Default Access Permizsions

“ou may edit who iz allowed to access applications that do not
provide their own zettings

— Default Launch Permizzions

“'ou may edit who iz allowed to launch applizations that do nok
provide their own zettings.

Edit Default...

— Diefault Configuration Permizzions

“'ou may edit the list of users that are allowed to modify OLE class
configuration information.  Thiz includes ingtaling new OLE zervers
and adjusting the configuration of existing OLE zervers.

Edit Defavl... |

k. | Cancel | Smply |

Registry ¥alue Permissions il

Registy Value:  DefaulkdccessPemizsion

Dwner: andrea.ongaro [Bndrea Ongaro]

M arne;
£ Eveyone
Gz INTERACTIVE Allow Access
& NETWORK Allow Access
& SYSTEM Allow Access
Type of Access: Iﬂllnw Arccess j

Carnicel | Add... | Eemwel Help |




Distributed COM Configuration Properties 7] x|

&pplications | Default Properties  Default Secunty | Default F'ru:utu:u:u:ulsl

— Default Access Permizsions

“ou may edit who iz allowed to access applications that do not
provide their own zettings

Edit Default...

— Default Launch Permizzions

“'ou may edit who iz allowed to launch applizations that do nok
provide their own zettings.

— Diefault Configuration Permizzions

“'ou may edit the list of users that are allowed to modify OLE class
configuration information.  Thiz includes ingtaling new OLE zervers
and adjusting the configuration of existing OLE zervers.

Edit Defavl... |

k. Cancel | Apply |

4) Ensure the groups of “Everyone,” “Interactive,” “Network,” and “System” are
included, with full permissions allotted.

Registry Yalue Permissions il

Regiztry Yalue:  DefaultlaunchPermizsion

Owner: Account L nknown

M arne:
£ Everyone Allow Launch
Fis INTERACTNVE Allow Launch
& NETWORK Allavs Launch
@R 5YSTEM Al Launch
Tupe of Access: If-'«llnw Launch j

Cancel | Add... | Remowve | Help |

5) Please do the same for “Default Launch Permissions.”



6) Under the “Applications” tab, please select your OPC Server from the list. (Please
note that do this for ALL OPC Servers, as well as OPCEnum.)

7) Click on “Properties.”
Distributed COM Configuration Propetties i |

Applications | Drefault F'rn:npertiesl DefauItSecurit_l,II D efault F'rn:ntn:n:n:nlsl

Applications:

Logagent Class ;I
Logical Dizgk bManager Adminiztrative Service
b achine Debug Manager

k atrik.on D' ata b anager

t atrik.on Deskiop Histonian - IMatdre Clazs

k atrik.on FileCollectar

b atrik.on ODBC Server for OPC Configuration
b atrikon OPC Optimization Server
M atrikan OPC ROCK Server

t atrik.on OPC Server for AB ControlLogix

b atrik.on OFC Server for APACS

b atrikon OPC Server for ASTHET 394

t atrik.on OPC Server for Bailey

b atrik.on OPC Server for Caching

b atrik.ion OPC Server for Deskiop Historian

b atrikon OPC Server for GE Series 30 PLCs

t atrik.an OPC Server for GenCSs

t atrik.ion OPC Server for Husky Host

Matrikan OPC Server for CCP d

Froperties. ..

(] Cancel Apply

8) You can have your Authentication level set to either Default or Connect.



Matrikon OPC Optimization Server Properties 7] x|

General I Lu:u:atiu:unl Securityl Identityl Endpoints

— aeneral properties of thiz DCOM application

Application name: b atrikion OPC Optimization Server

Application bpe: local service

Authentication Level:

SEervice name; b atrikon OPC Optimization Server

k. I Cancel Smply

9) Under the “Security” tab, select “use custom access permissions” and “use custom
launch permissions.”



Matrikon OPC Optimization Server Properties 7] x|

Generall Location  Security I Identityl Endpoints

" Use default access permissions

— % Use custom access permissions

'ou may edit who can access thiz application.

" Use default launch permissions

% Usze custom launch permissions

'ou may edit who can launch this application.

Edi...

" Use default configuration permissions

— 1% Use custom configuration permissions

You may edit whao can change the configuration information for this
applicatian.

Edi. |

k. Cancel | Smply |

10) Once you have done this, press “Edit” under both the access and launch
permissions, and ensure the groups of “Everyone,” “Interactive,” “Network,” and
“System” are present, with full permissions.

Registry ¥alue Permissions il

Registiy Value:  AcceszsPemiszion

Dwner: andrea.ongaro [Bndrea Ongaro]

M arne;

£ Eveyone Allow Acocess
£ [MTERACTVE Allow Acocess
€ NETWORK Allow Access
& SYSTEM Allow Access
Type of Access: Iﬂllnw Arccess j

k. Carnicel | Bemove | Help |




Registry ¥alue Permissions il

Registiy Yalue:  LaunchPermiszion

Dwner: andrea.ongaro [Bndrea Ongaro]

M arne;
£ Eveyone Allow Launch
G INTERACTIVE Allow Launch
& NETWORK Allow Launch
& SYSTEM Allow Launch
Tvpe of Access: Iﬂllnw Launch j

Carnicel | Add... | Eemwel Help |

11) On the “Identity” tab, please select either the “Interactive User” or the “System
Account.” Ensure that you do NOT have “The Launching User” selected.

Matrikon OPC Optimization Server Properties i |

General | Location | Security |E|Eﬂtit.'r'|Ehdpn:|ints

Which user accaunt do pau want o use ba run this application’?

= The interactive uzer

= The Jaunching user

™ This user:
[ zer; Browse,. |
Bazaword;

Eatfirm Fassword:

% The System Account [zervices anly]

Cancel Apply




12) Once you have made the changes for your OPC Servers, you may close the

DCOM configuration window.

In order for DCOM changes to take effect, you will have to restart the applications or
services. If your OPC Software is running as a service, please follow these steps.

1) Go to Start, then Run, and type in “services.msc”

ron 2|

Type the name of a program, Folder, document, or
Interrnet resource, and Windows will open it far you,

Qpen: I SEFYICES. MSC vI

Cancel | Browse, ., |

2) Once in the services window, please select the OPC Server to which you have

made DCOM changes.
=101 x|
| action  view |J4--b| ||@|Jblll|: ‘
Tree I Mame | Status | Startup = |
% Services (Local) %Matriknn Desktop Histarian - OPC Client Starked Ak at
%Matriknn FileCollector Starked Aukornat
%Matriknn Historical Data Transporker Starked Aukornat
%Matriknn ODBC Server For OPC Configuration Statted Aukarnat
%Matriknn OPC Calculator Aukarat
%Matriknn OPC Mimic Server Manual
atrikon OPC Opkimization Serwver Manual J
%Matriknn OPC ROCKIE Server Manual
%Matrikun OPC Server For APACS Marnual
%Matrikun OPC Server For ASTMEL394 Starked Aukarnat
%Matrik.nn OPC Server For Bailey Mariual
%Matriknn OPC Server For Caching Mariual
%Matriknn OPC Server for DDE Mariual
%Matriknn OPC Server For Deskbop Hiskarian Starked Aukornat
%Matrikﬂn OPC Server For GE Series 90 PLCs Manual
%Matriknn OPC Server For Husky Host Manual
%Matriknn OPC Server For IEC 60870 Manual
%Matriknn OPC Server For IP21 Manual
%Matriknn OPC Server For Marky and MarkyvI Manual
Matrikon OPC Server For Matrikon OPC Calculator Manual ¥

4

[

3) Right Click on the server, and press “Stop.”




4) Right click on the service again and press “Start.” Once you have done this, your
DCOM changes have taken effect.

Your DCOM is now setup to accept all incoming connections.

NOTE: DCOM has limitations for connectivity when operating on separate
domains/workgroups. These steps may work but, depending on individual
networks, additional settings and components may be required. Please
contact OPC Support for additional information.

Phone: (780) 945-4011

E-Mail: Support@MatrikonOPC.com



